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1) INCORE

1. Introduction

This document explains the desktop configuration and Internet Explorer settings for Finacle UBS
Installation 10.2.13. This document explains Internet Explorer (version is IE8.0) Settings for

Finacle Solutions.

2. Desktop Setting

Operating System: Windows 7/Windows XP
Internet Explorer: Internet Explorer 8.0

Adobe flash player: Version 10.1.85.3
Java Version: Sun JRE 1.7.0_17
Adobe Reader: Version 8.0

3. Finacle UBS Internet Explorer Settings.

Please follow the below Internet Explorer settings for Finacle applications.

ViFinacle

4 of 49



Finacle Desktop Configuration and IE setting

Infosys

Step

Description

> -

Click on Tools Internet Options Settings and select automatically radio as shown

below figure 1.

Temporary Internet Files and History Settings

Temporary Inkernet Files

Intesret Cxplorer Zores copies of webpages, images; and media
for faster viewing Bter.

Checkfor newer versions of stored pages:
(OEvery time Ivisit the webpage
(OEvery time Istart Intermet Explorer
(&) automaticalls
Onever

Dick. cpace to ucs (3-1024MB) 250 [&
(Recommendesd: 30-250MB)

Currert location;

C:\Documents and Setbings\swetalLocal Settings) Temporary
Internet Mles|

[ Move Folder. .. ][ View oajects ][ Wiew files ]

X

History
Spadity how many days Internet Explorer should save the list
of webzites you have visited,
Ny b keep pages in kskary: on S
OK | [ Cancel ]
Figure 1

Ensure that cache storage size is minimum 250MB. Please refer Figure 1 (step 1)

5 of 49
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Step
3.

Description

Click on the Security tab and select “Local Intranet”. Click on the Default Level

button as shown below figure 2.

Internet Optians [? TXI

| Grawnd | SCOURy | Privesy | Coadrad | Conwwn line | Prowone || &bl |
Select & 200 O view or change securky setungs

v ®

Trusted stes  Restricted

sites
Local ntranet e
Thes 2o 15 bor ol webstes that arc e
found on your Intranet.
Secrry level for thes zome
flowed leves for this 2one: all
- Medium-low
- Appropriaze For websites on your locel network
(ntranet)
- 2 -Most cont=nt wlbcrmwithlclu “&N?hcby?&’ 4
£ s L -Unsigned activeXx controls will not o &
- Game as Madium lavel without prompts
Qusom level. . sl ault level

l Mosct all ;onos to derault lovel ]

o Il oot Acs

Figure 2
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Step Description
Click on the Security tab and select “Trusted Sites”. Add the website

(https://dpdcnsfswfcl.fsi.indiapost.gov.in) to zone.

e =

You can add and remove websites from this zone. All wabsites in
this zone will use the 2one's secunty settings.

Add this website to the zone:

| [ Add
Websites:

htips://dpdenfuawfc. fs.indiapost.gov.in | Remove

htips: //dpdentfuaja. fsi.indiapost.gov.in

[V]Regquire server verification (https:) for all sites in this zone

Figure 3
NOTE: Please add the URLs corresponding to the applications to be accessed.

PiFinacle
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Step
5.

Description

Internet Options

' General || Securiy | Privacy | Content | Connections | Programs || Advanced |

Settirgs
'& Seledt a setting for the Intsmeat zone,

i i - Blocks third-party cookies that dc not have s compact
i i prvacy policy
i " i - Blocks third-party cooties that save information that can
-} i beusedtocontact you without your explick consent
¢ - Restricts first-party ccokies that save information that
can be used "0 contact you without your implcit consent

[ stes || impot || Advanced |  oefaur

Pop-Lp Blocker

)| Prevent most pop-up windows from
G.‘. appexring.

Turn on Pop-up Blocker
InPrivake

;1% 100 not collect dota for use by InPiivate Filteiing

Dsable tookars and extensions waen InPrivate Browsirg
starts

[ ot |[ canca || agpl

Figure 4

Click on the Privacy tab and click the Default Level button. Finacle needs pop-ups

Facility to be enabled. Our recommendation is to enable Block pop-ups as shown
in the below figure 4 and add *<bank domain name> to Allowed sites list as
shown in the below figure 5.

8 of 49
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~ Step

~ Description

Esemplicnz

A wetslos by adding deslc Lo e s, belun.
Addrezz of webane o =lowe

= Tocups are curerty bockad, “zu can =low popeaps e scecr

fdrrarnd ey

flolicdo e o d Wocking l=vsl

|| May = so_nz when a pop-_p = blocked
[7]5 o grovn=lion B whiser 4 pope_p e bloukos)
Dockns level

| Eomawr I

Smmvoal .

| cam morT ahont =a- up Riacdoor

Figure 5
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Step  Description

6. Please set the below Privacy settings.

Move the slider bar to the very bottom to Accept All Cookies
(Please refer figure 6) or

1. Click on Sites.
2. Type *.<domain name> in the Address of Web site box. Example:
bankdomain.com

3. Click on Allow and make sure you see *.<domain name> with the Always
Allow setting in the Managed Web Sites box as shown in figure 7.

Generd | Secwity Privacy Cortent Programs | Advanced |

Settirgs ————— —
% Seledt a setting for the Int=rnet zone.

PR

i i - Blocks third-party cookies that dc not have 3 compact

;  Prvacy policy

i i - Blocks third-party cookies that save information that can

1) : beusedtocontact you wthout your explick consent

i ¢ - Restricts fst-party ccokles that save infornation that
can be used Jo contact you without your Implclt consent

t 5“9‘5 ] [ Irrport ][ Adyanced ] Dafaul

Pop-Lp Blocker
1| Prevent most pop-up windows from sttings
QL appering.
[]Turn on Pop-up Blocker

InPrivate

,'Ea ["] 00 not collect data for use by Inprivate Miltesing

> Dsd:le tookars and extensions waen InPrivate Browsirg
starts

I Ok I[ Cancel ] Apply

PiFinacle
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Step Description
Per Site Privacy Actions 3
Manage Sites
g_ You can specify which websites are always or never allowed to use
"% cookies, regardless of their privacy policy.
Type the exact address of the website you want to manage, and then click Allow
or Block.
To remave 3 site from the list of managed sites. select the name of the website
and click the Remove button.
Address of website:
[ Bock |
Managed websites:
Domain Setting | Remove
Indiapost.gov.in Always Allow @J
OK
Figure 7
11 of 49 ViFinacle
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Step Description

7. Please perform this step only when Proxy server is configured. Click on the
Connections tab and LAN Settings. If proxy is enabled, then add entry for
*.<domain name> in “Do not use proxy” box. Please specify the bank URL here
example *.bankdomain.com. Please refer below figure 8.

Proxy Settings &=

Servers

1 B Tvpe Proxy address to use Port

S
HTTP:
Secure: :
FTP: :
Socks:

[Tuce the same proxy sarver for all protocols

Exceptions
& Do notuse proxy server for addresses beginning with:
“ = .
*.indiapost.gov.in .

Use semicolons ( ; ) to separate entries.

Figure 8
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Step
8.

Description
Click on Advanced tab and select the following settings (if already not selected)

1. “Use HTTP 1.1 setting under HTTP 1.1 settings (please refer figure 9 below)
2. “Use JRE xxx” under Java(Sun) (Please refer figure 9)
3. “Use SSL 2.0” and “Use SSL 3.0” under Security. Please refer figure 10.

Internet Options

 Generd | Securiy | Privacy | Cortent | Connections | Programs | Advanced |

Settirgs
Use 4TTP 1.1 Al

D lea ATTR 1 1 Pwongh peocy cannactions
1 Internatonal®
[[] Amzys show encoded addresses
Send IDN server names
[7] Send (DN sarvar namas Fer Intranet sddiasses
Send UTF-8 URLs
[V] Show Information Bar for sncoded addresses
[ use JTF-8 for maiko links
|| Java (Sun)
Use JRE 1.6.0_20 for <arplet = (requires restart)
<5 Multimecia
Alwzys use ClearType For HTML*
[V] Enable automatic imaqe resizing
< bl

*Takes effect after yourestart Internet Explorer
[ Restors advanced settings ]

<

Reset Internet Explorer settings

Resats Internat Explorer’s settings to their defauk
condilon,

You should orly use this f your browser is in a1 unusable state,

(o J coa || awply |

Figure 9
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Step

Description

Internet Options

| Generd | Security | Privacy | Content | Connections | Programs I Advanced

Settirgs -

<

[] Do mot save encrypted pages to disk -~
] Fmpty Temparary Tnternes Files Falder when hrawser is cr
Enable DOM Storage

Enable Integrated Windows Authentication®

E
Cnable native *MLIITTP sLpport

[ Enable SmartScreen Filker

Use 35L 2.0

Use 55L 3.0

O

Warn about certificate address mismatch™

[] warn if changing betweer secure and not secure mode

Warn if POST s.bmittal is redirected to a zone taat doesn
v

| %

able memory prote

fiori to help mitigate onlinz attacks™

Reset Internet Explorer settings

Resets Internzt Explorer's settings to their default
condition.

You should orly use this if vour browser is in a1 unusable state.

*Takes effect after yourestart Internet Explorer

[ Restore advanced settings J

[ Ok ][ Cancel J[ Apply J

Figure 10
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Step Description

10. Locale settings in browser: Click on Tools
en_us as shown below figure 11.

Language Preference

Language Preference

Internet Options Languages .

Add thz languagss you use (o read websites, listirg in order of

preference. Only add the ores you need, as some characters can
be used to impersonate webskes in other languages

Suffia

Language:
Engish {(United States) [en-us] Move up
Move dewn
Remoyve
add...
Prefix and suffix options

[[]1D2 not add "' o the beginring of typed wob addreases
Specfy the suffix (for exarple \net) that should be added :0
typed web addresses when you press Cel + Shift + Enter,

A |

0K ][ Cancel ]

X)

Figure 11

.. The default language must be

15 of 49
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Step
11.

Description > > N
Go to ToolsInternet OptionsSecurityL.ocal InternetCustom Level
Miscellaneous Display Mixed Content Disable should be checked as
shown below figure 12.

Security Settings - Local Intranet Zone

Settings

® —

- Allow webpages to use restricted protoccls For active conten
O Disatle
O Enabe
® Promgt

_ Allow websites to open windows wthout address or statusb.
O Disatie
&) Enabe

| Display mixed content =
© = 1
O Enabk

O Promgt
| Don't prompt for dien: certificate selection when no certificat

O Disshs

() Enabe

MNvzan snd e o cones and nacke flac

£

(<€

*Takes effect afte” you restart Internet Exalorer

Reset austom settings

Reset to Medam-low (defaul) v

l OK J [ Cancel

J

Figure 12

9
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Steps Description

12 Go to ToolsInternet OptionsSecurityLocal InternetCustom Level.
Downloads->Automatic Prompting for file downloads enabled & File download Enabled as
shown in figure below:

Security Settings - Local Intranet Zone

Settings

(7) Disable E
Enable
() Prompt
@ Downloads
@ Automatic prompting for file downloads
(7) Disable
Enable D
@ File download
(7) Disable
Enable
@ Font download
(7) Disable
Enable
() Prompt
@ Enable .MET Framework setup

T Piezhla
4 | i | b

*Takes effect after you restart Internet Explorer

Reset custom settings
Reset to: [Med'l m-ow (default) v] [ Reset... ]

FiFinacle
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Step
13.

Description

Security Settings - Local Intranet Zone

Settings

® Disatie
O Enable
¢ Run ActiveX controls and plug-ins
(O Administrator approved
O Disatie
® Enable
O Prompt

¢ Script Activex controks matked saf2 for scripting™

® Enable
O promgt
&% Downloads
#% Automatic prompting for file downbads
O Disatle
(®) Enable
o Eilo Arwsrinsd

< * |

L

*Takes effect afte” you restart Internet Exolorer

Reset oistom settings

Beset 13! Medum-low (default) v

[ Reset.., ]

Go to Tools Internet Options Security Local Internet Custom Level
Miscellaneous Active X Controls and Plugins “Run ActiveX controls and
plug-ins” should be enabled.

J

Cancel

|

Figure 13

19 of 49

ViFinacle



Finacle Desktop Configuration and IE setting I nm S

Step Description
14. On The same page “Download signed ActiveX controls” and “Download unsigned
ActiveX controls” should be enabled.

Security Serrings -1 acal Intraner 7one 3

Settings

@ Dinary and seript behaviors
(O Administrator approved
O Disabie
(® Encbk

@ Display video and annation on a webpage that does not use —

E

i

o i e At v Lrols

21

@ Downinad insgnen A Teex conrrnls
Dicabis

®

O Prompt

H InBinkva and ecrink ArdiaV rantval nak mackad ae caka ko o S0

(@]

< b
*Takes cfficct aftc you restart Intcrnct Exalorer

Reset ouskom setbings
BeoSt £ [Medhun-low (defouk) v [Rest. |

{ OR J[ Concal ]

Figure 14
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Step
15.

Description

On the same page “Allow Programmatic clipboard access” should be enabled.

Press OK.

Security Settings - Local Intrane! Zone

Settings

£ | Scripting
(O Disabie
(5 Enable
O Promgt
5 Allow Programmatic dpboard access
O Disatie
(= Enabe
O prompt
= | Allow status bar updates via script
O Disatie
(*) Enabe
5,‘_‘ Allow websites to prompt For infarmation using scripted winde
O Disatie -
® Ensbe
= Enabla VoS Flar ; hl
( 1

"‘Tduas él%ect dte' you restart vlr;wrnet 7Ex:t.lvorer

| &

Reset austom settings
Reset 12 [ Medumdow (defadk) v [ Reset.. |

[>

[ OK ] [ Cancel

]

Figure 15
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Step Description
16. Go to Tools> Internet Options > > Advanced > Browsing> Display notification
about every script error — Should be unchecked as shown below figure 16.
Internet Options
Generd | Security | Privacy | Cortent | Connections | Programs ] Advanced |
Settirgs
™= Browsing Al
[7] avermaticaly cwrk for Tn'ernet Fyphirer spcates
O [Autcmatxa!y recover fron page Layout errors with Compatibility View
[] Close unused folders in History and Favorites™® = |
Dissbl= seript dzbuaging (ntetnet Exploret)
Disable saipt dsbuaging (Dther)
] oisplay a notification abolt every schpt error
Display Accelerstor button on selection
Enable automatic crash rezovery®
Enable FTP folcer view (outside of Irkernat Explorer)
Enable page transttions
[[] enable Suggested Sites
Enable third-party browser extensions®
[¥] enable visual styles on buttons and controls in webpages V|
< | ¥
*Takes effect after yourestart Intermet Explorer
[ Restore advanced settings ]
Resel Internet Explorer settings
Resets Internst Explorer’s settings to their defauk
condrion.
‘You should orly use this £ your brossser is in a1 unusable state,
[ ok ] [ Cancel ] Apply
Figure 16
Click on Apply and then OK.
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Step Description N N
17. Click on Tools Compatibility View Settings Add
*<bank domain name>.Press close
Compationy View Setngs
[::}] You can add and remove websites to be displayed in
A Compatibility View.
Add this website:
| Add
Websites you've added to Compatibility View:
indiapost.gowv.in Remove
[T tndude updated website lists from Microsoft
Display intranet sites in Compatibility View
[ Display all websites in Compatibility View
Figure 17
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Steps Description
18 Click on Tool -> Internet options ->
Delete Browsing History @

[¥]:Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

[[] Temporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

[ cookies
Files stored on your computer by websites to save preferences
such as login information.

History
List of websites you have visited.

Form data
Saved information that you have typed into forms.,

Passwords
Saved passwords that are automatically filed in when you sign in
to @ website you've previously wvisited,

InPrivate Filtering data

Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit,

About deleting browsing history Delete ] [ Cancel

Ml Finacle
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Steps

Description

19

Click on Tool -> Internet options -> General -> uncheck browsing history on exit

“Internet Options --' e |

General | security | Privacy | Content | Connections | Programs | Advanced |

Home page

@ To create home page tabs, type each address on its own line.
h.

http:/fisearch.avg.com/7cid={AFC228E2-505249F5-E7 =

[ IUse current ][ Use default H IUse blank

Browsing history

ﬁ' *?j] Delete temporary files, history, cookies, saved passwords,
and web form information.

[|Delete browsing histary on exit!

Delete... |[ settngs |

Search

p Change search defaults.
Tabs

_|: Change how webpages are displayed in Settings
|: tabs.
Appearance

[ Colors H Languages H Fonts ][ Accessibility ]

o [ caneel |[ sy |

25 of 49
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Step Description N

20. Click on View Encoding and select Unicode (UTF-8) as shown in the below
Figure 19.

2 B s 0w hume iy e

RO
M
Convt Brrwcng n

v
Tout Gae (3
L3
.

W Finadle

Lo

Sornety frpet

e Wessts Azt a
WepegePrieny My

FRYSR. m l niversal Banking Solution from Infosys

SETN (073

Lop 210 L0 rnyy Lt M rvaed. A IRSAGD

el the srwaite o Wi fat g Ly B55 aed gy Vav RN v

Figure 19
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21. >
Click on File Page Setup and delete contents of Header and Footer. Press OK.
Page Setup E]
Paper Options Marains (inches)

Page Size: Left:  [p75
Letter v Roht 075 |
(=) Portiait Landscape Top:

[] Print Background Colors and Inages Bottom: @
Enable Shrink-ta-Fit

Headers and Footers

Header: Footer:
| -Empty- v I -Empty- v
I -Empty- v ‘ ! -Empty- v I

E R | | :roy vl

[ 0K ][ Cancel ]

Figure20
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22. Ensure Adobe flash player being installed with proper version by visiting
S

Tools Manage Add Ons

Wigs ard mananes your [ntsenst Diplons adoaes

Hdor) Teiv Fyermes Pldotes - EEAT Fin dabe e Load ks 4
FRESTS eepeuT—— Acobe Systems Uxomoratod
- ewdy Froveer:
Heccdaaus Acobe Systemy, Incorporatod
& vhate g
fccke =0F Urk Felbe Zoube Svst=e, oo, Dosiel 2270008 107 N 91D D05
MuaTen, 100
atpiEy Nehbme, o, Cosbied 12512011920, 14300 o002
Jeprivata, Toe.
LU0 CroAner Hegaar Cepct renera Ine Oeasod LYIL2000 200, 40121020 (Lloc)
h Lol Corporation
g 0w ot Cifiie Dongment Cate Hande Nt Comniskn Emabiest 2ZEE0IN 220 . A4 DATNLD 000 L

Sonckwzve Hogh Dhiect
adcbe Systems e apessted
D152 Atk conid

¥ S 1 8 20000 v Okl seanch prowaet
Viogs rforaten

[0t |
2re moee telbar and srtensons e ]
Lrarn moe sbout ook i e [ L)

Figure 21

> > > > >
23. = Control Panel Program Java Console Advanced Java Plug-in
Uncheck Enable the next generation java plugin and restart the IE

@ Java Cortrol Panel [?“E—”E
| General | update | Java | security| Advanced

Setlings
fi)-Debugging
{[-Java wnsole
@-Defauit Javz for browsars
E:J Java Plug-in
i [ Enable the next-generation Java Plugsin {requres browrser restart)
[4]-Shortait Creation
(4] INLP File/MIME Ascocistion
é} -JRE Auto-Download
- Securiry.
El-Miscallaneous

Figure 22

¥ViFinacle
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4. Set up specific To Training Desktop.

After the above setting are done, the application URL has to be saved under Tools Internet
Options Home Page Link

The URL is https://dpdcnsfswfcl.fsi.indiapost.gov.in:12005/finbranch/ui/SSOLogin. jsp

Home Page can be set as the application to be accessed.

For first time login, Certificate needs to be installed.

5.Installing Certificate

1. Click “Continue to this website”.

w' lg‘ Wit pe//dodenfuswlc isindispost gov.n: 3000 Tinteanch/ uiS530Leqin s vl‘,l X 1= ang ]
B e ven fotes Teok bk
o Favorkes | o3 [3) Sugoested Sites v 8| Wieb Shice Galtery v

{& Cenificate Emoe: Navigation Blocked B~ B - # - Poge~ Sety~ Tookv @b

g There is a problem with this website's security certificate,

The secunty certificate presented by ths website was nol issued by & trusted certficate authonty,
The sequrity certificate présented by this website was [ssued for a different website's adokess.

Seauxity cerbicate problems may indicate an atternpt to fool you or intercept any data you send o the
LOrVar

We recommend that you close this webpage and do not continue to this website.
& Click neve to dose This webpage,
a Continge 10 this website (not recommencied),

@ More mformation

29 0f 49 PiFinacle



Finacle Desktop Configuration and IE setting

Infosys

‘Warning - Security

want to continue?

The web site's certificate cannot be verified. Do you 0

Name: dpdentfuaja. fsi.indiapost.gov.in

Publisher: UNKNOWN

Always trust content from this publisher.

[t (subione)

w The certificate cannot be verified by a trusted source.

More Information...

>

2. Please click on the certificate error Click View Certificate

30 of 49 ViFinacle



Finacle Desktop Configuration and IE setting

b

Bl en you raos Tod: ok
ok Fovordes o [S) Suggestedd Sites v (@) Weeb Slicx Gallary »

| 28 Finache Universal Bariing Schution |

Usee @
Password

@ Certificats Invalic

The secunty cerl€icate pramsrted by thie
webishe has evors,

This peablem might Indicate & attemptto
foal you orintescept ary datas you send to
the sereer

Wi recommend that you dose this webpage.
Abaut cenfice evors

View cetificates

[ oy 2=

B0 o e e @

Universal Banking Solution from Infosys

ol Infogs

Copn ghS 20072000 1 faays Linted A0 ngrty reserved s arw firy

Certificate

General | Details | Certification Path |

B“J‘ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: DPDCNFUAWFC

Tssued by: DPDCNFUAWFC

valid from 7/ 22/ 2013 to 7/ 22/ 2014

[Instaﬂ _Cq'_ﬁﬁtate‘,.,] | Issuer Statement

Learn more about certificates
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4, Click Next

Cerlificale bnparl Wicard

Wl o Tex [he Clorlilical o hiopord
Whizard

rhs wezare hzlzs you ooz e ficetes. ceetifizaza bt
ide ] ez liva s e el Isu rmneo kb a
Ertikas I0s

2 ezteflza, whizh s Eased b = czitfizaton autcesy
Fuan st v Jenlily ai. Ll.lhll.nli.rn#.l.u
vrd -y penver —aba or bacsmab <o o e arhenek
IDPASCMInE O ratoatm b e zRmasvtE- arza Wb
sar-fwecbns oo bepk

o 20-binas, ¢l <Pt

[l |

et Wi &

5. Click Next

Certificate Import Wizard @

Certificate Store

Certificate stores arc system arcas where zertificates arc kept,

Wirdows can automatically select a certificate store, or you can specfy a location for

(®iautomatically select the certificate store based on the bype of -ertificate:

(O Place all certificates in the following store

[ < Back ][ Mext = ] [ Cancel

]
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6. Click Next

Wizard

wizard,

fou have specified the following settings:

Content Certificate

fou have suczessfully comoleted the Certificate Import

Certificate Store Selected  Automatically determined by

Certificate Import Wizard @

Completing the Certificate Import

[ < Back ][ Finish

] [ Cancel ]

7. If you receive any security warning then click yes.

8. Click “OK”

Certificate Import Wizard

\l) “he import was successful,

PiFinacle
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Mandatory / Impacted Licensed(L)/Fr
ItemVersion Company Optional Purpose Products Location eeware(F) Com
Client Side Softwares
Windows X
ClientSP2/Windo 05 on end
Desktopws Microsoft | Mandat user Banki Client Deskt L
OSVista/Windo icroso andatory eBanking ient Desktop
desktops
ws 7
Internet . . . .
8.0,9.0 Microsoft Optional Browser eBanking Client Desktop F
Explorer
Safari 5 Safari Optional Browser eBanking Client Desktop F
Firefox 12,13 Mozilla Optional Browser eBanking Client Desktop F
Chrome 19,20 Apple Optional Browser eBanking Client Desktop F
Java based
application,
requires JRE i i
JRE 1.6 Oracle Mandatory to be eBanking Client Desktop F
installed
FiFinacle
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6. JAVA Control Panel Settings

Steps

Description

Go to Start .In run type Java Control Panel and Enter. Under Control panel ->Select java
->Right click -> Select properties -> Security tab->Enable Java content in browser

@Java Control Panel E = @

| General | Update | Java | Security | Advanced

[¥] Enable Java contentin the browser

Security Level _
l@! WVery High ;‘
High {recommended) :

[ Medium

% Low /1
e

{hslmm| Settings... |

Basic restrictions for web based Java content that attempts to run on an
Advanced Security Settings
Certificates
Use certificates to positively identify yourself, certifications, authorities, and publishers.

o || cncd || soly |
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Steps Description
2 Go to Strart .In run type Java Control Panel and Enter.Under Control panel ->Select java
->Right click -> Select properties -> Advance tab
Java Control Panel E ||
| General | Update | Java | security | Advanced |
""" |_| I"RALma ranmy oL
Java Flug-in
- Enable the next-generation Java Plug-in (reguires browser restart)
Shortout Creation
...... i Mnumr A b Piosnlnad il
] ] | 3
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Steps Description

Go to Strart .In run type Java Control Panel and Enter.Under Control panel ->Select java
->Right click -> Select properties -> Advance tab

|i—€=r| lava Control Panel

{| General | Update | Java | Seaurity | Advanced

=] & S

Application Installation
----- .:Ej- Install if shortout created
----- (7 Install if hinted and shortout

JRE Auto-Download

Secure Execution Environment

----- Enable granting elevated access to signed apps

----- Enable granting elevated access to self<signed apps

----- Show sandbox warning banner

----- Allow user to accept INLP security requests

----- Don't prompt for dient certificate selection when no certificates or only one
----- Warn if site certificate does not match hostname B
----- [] Show site certificate from server even ifitis valid

Mixed code (sandboxed vs. trusted) security verification

m

1 | b

ok [ cancel [ ey |

FiFinacle
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Steps Description
4 Go to Strart .In run type Java Control Panel and Enter.Under Control panel ->Select java
->Right click -> Select properties -> Advance tab
é] lava Control Panel —|:|—| (=] ﬂ

General | Update | Java | Seaurity | Advanced

Mixed code (sandboxed vs. trusted) security verification
----- (71 Enable - show warning if needed

I Enable - hide warning and run with protections

I Enable - hide warning and don't run untrusted code
) Disable verification (not recommended)

Advanced Security Settings

----- Use certificates and keys in browser keystore

----- [] Chedk certificates for revocation using Certificate Revocation Lists {CRLs)
----- Enable list of trusted publishers

----- Enable bladist revocation ched

----- Enable caching password for authentication

----- [ Enable online certificate validation

----- [] Use 55L 2.0 compatible ClientHello format

..... Use S5L 3.0

..... Use TLS 1.0

o

m

----- [ Place Java icon in system tray
..... Java Quick Starter

4 i | 3
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